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Varovanje informacij in
odtekanje podatkov v poslovhem okolju
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Vsebina

« Zakaj potrebujemo varovanje podatkov

* Kje so mozna mesta za odtekanje informacij

* Priprava nacCrta vzpostavitve sistema varovanja podatkov
« Nacini varovanja s pomocjo Sophos resitev

« VpraSanja
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NarascCanje stopnje izgubljenih/ukradenih zaupnih informacij

/0% of all company data is stored
redundant on endpoints (notebooks,
desktops, USB Memory sticks),

not only on servers

Ponemon Institute: Confidential Data at Risk

52% of large organizations have
lost confidential data through
removable media such as USB
drives in the past 2 years

Forrester

Worldwide 7m.
notebooks stolen or lost

Computer Security Institute
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Odmevnost primerov izgube podatkov

Digital Defences ‘
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INTormacijske .
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Posledice

» |zguba poslov

»  ZmanjSanje zaupanja strank

= Negativno pojavljanje v medijih
» Javna opozorila, globe, tozbe
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KljuCne vrste podatkov

-Tr:telektualna lastnina

-
Osebni podatki

Baza strank
Baza zaposlenih

Zdravniske
evidence/kartoteke TehnolosSki nacrti/sheme

Programska koda

“kuharski recepti”

Ferrari/McLaren
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Poslovne okolje - moina mesta odtekanja informacij

----------------------------------------------------------------------------------------------------------

e

' > m </ Removable Media

L]
llllllllllllllllllllllllllllllllllllllllllll *

Email : @ . @

: Gateway o

Security Partners,

»  Admins. . . Customers ?
ewmenmnmnmnanan Data Thieves e emnrasmanmnannnes .
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NajpogostejSi naCini izgube podatkov

I 5% malicious

Leakage via
USB

www.fis.unm.si

www.gzdbk.si

95%

accidental

Leakage via
email and web
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Nacrt sistema varovanja podatkov - predpriprava

* Indetifikacija zaupnih/pomembnih podatkov

» Osebni podatki (strank, zaposlenih...)
« Financni podatki
* Intelektualna lastnina

* Dolocitev projektne skupine — definicija politike

* |IT — skrbniki sistemov / varnost - experti
» Skrbniki podatkovnih baz — razumejo proces

« Pravna sluzba - mnenja
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Nacrt sistema varovanja podatkov — dolocCitev podatkov
 iskanje podatkov v sistemu glede na stanje dosegljivosti

« Podatki v uporabi — na sistemih uporabnikov, kopije na USB kljucih, podatki na
spletnih straneh...

« Podatki v arhivih — arhivi na sistemih uporabnikov, podatkovni strezniki, email
arhivi, SharePoint portali ipd.

« Komunikacijski podatki: mrezni promet, dostop do podatkovnih baz, VPN,
SMTP, HTTP, IM...
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Preventiva — izobrazevanje uporabnikov!

» lzdelava varnostne politike ni samo izdelava dokumentacije
« Uporabniki morajo biti vkljuCeni v proces implementacije
» Odgovornost uporabnikov za izgubo podatkov
* izobrazevanje:
— Povecuje razumevanje uporabnikov do varnostne politike

— Seznanja uporabnika s priCakovanji varnostne politike in njegovo viogo
pri varovanju podatkov

&
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Nacini varovanja s pomocjo Sophos resitev %
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: ’bQ Configuration —
N Management 1 6N ‘
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‘“g HIPS ) &
SOphOSIabs - 1‘?‘ Web Security NetApp'

WEW and Polic
‘\17)’ Y
» integrated agent
» Integrated management

Network

Access Control » integrated policies

Firewall
Data Leakage ~ @Application Control yine
Prevention 8y
Encryption Device Control :_;_g:_—-,-—;:
”form o P [ 2
atlon security whEn'ormaﬁgves
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Nadzor vsebine

Podrocje:

v" Nosilci podatkov: USB kljui, CD,
DV D Content Control List Management

Filter by region: IUK j and type: Al

Content Control Lists:

v' Internet aplikacije: IM, P2P, TS e [

Confidential document marker SophosLabs Confidential document markers with ... LUK

Ethnicity description SophosLabs Phrases used to describe ethnicity wi... LUK Edit...
b rOWS e rS Mational Insurance num ber SophosLabs Mational Insurance Numbers, LK

Mational Insurance number wit,..  SophosLabs A combination of national insurance ... UK Copy.

Postal Addresses SophosLabs Addresses where the first line of the ... LK

PriStOp: 25 Sopiws EiRk A et

File Transfer Request Blocked

v" Pregled vsebine, ki se prena$a na Al et | 2]
nOSi ICe podatkov ali pre ko i nterneta TF vou wish to transfer this file, you need to authorize it Y

" Authorize file transfer

UK Telephone SophosLabs A list of UK Telephone Mumbers Lk, Delete |
o]

@ Block file transfer

v Uporaba podrobnih politik

v Blokiranje, opozarjanje in poro¢anje v
zvezi s posredovanjem OP
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Nadzor vsebine

Edit Rule - Credit or debit card numbers with qualif¥ing terms El

1. Rul g
ule name Content Control List Managemenk =10 x|

Credit or debit card numbers with qualifying terms

2. Rule description {optional): Filter by region: IGI-::I::aI j and bype: IF'-|| j Searl:h
Identify documents containing over ten credit or debit Conkent Conkral Lists: rap
uskom
Mame I SOuUrce I Descripkion | Diocument classification
. » O Bark account details ... SophosLabs Bank account detail,,,  |Financial Data
3. 3elect the rule's conditions: ) . Personally Identifiable Informationfi,
— : : [ Bank routing numbers... SophosLabs A combination of ba...  FreEroET e, oo
where the file n:_c'nt._alns. O confidential documen,.. SophosLabs Confidential docum,..  Document classifica. .,
where the destination is _ ] _ _ N Copy,
[ credit and debit card ... SophosLabs Credit and debit car...  Persanally Identifia. ..
4. Select the action bo take f the rule is matched (all ac [¥] Credit or debit card ... SophosLabs & combination of cr..,  Personally Identifia. .. Delete
IE' — _t . [ credit or debit numbe... SophosLabs Credit or debit card...  Persanally Identifia. ..
O .ﬁ.llgx tlr:ngl?grsuiracceptance by user [ Email addresses [Global] SophosLabs Email address Format,  Personally Identifia, . Irnport. ..
O Elock transfer [ international Bank Ac... SophosLabs International Bank ... Financial Ciata, Global
. . N . . ) Expart, .,
& Select files to exclude: [ mational identification... SophosLabs Mational identity or ... Personally Identifia. ..
Iﬁwh - = It - D Natlnnal ||:|entlfu:at||:|n . SophosLabs Mational identificati...  Personally Idenkifia. .. ll
ere file name matches v e e —_— ) e e . - T
O where the filz bype is o
fi, Rule conkent:
&
For ary Filz
10 or more matches of Credit or debit card numbers with qualifying terms [Global],
and where the destination is
Removable Storage
ar Dpkical Drive P
allow file tﬁsf—m' ¥ File transfer blocked by Sophos E

Transfer of file "test. bxt" was blocked because of rule(s) "test
o, Cancel file match",

L
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Nadzor vsebine - Emall

Advanced Data Control:

Q Advanced data control for Email Appliances

—

SOPHOS K

~ ¥
el Qs s

v Uvoz lastnih politik iz EC s ot o

Ank-Virus Inbound | Outbound
Anti-Spam
Content
Allow/Block Lists
Fittering Options:
Encryption

v' “out-of-the-box” nastavitve
politik za nadzor vsebine
kot na endpoint klientu

System

Metwor i & & 8 = o

rk =
fge Users & Additional

TVDe C ﬁu Aﬁnb Groups Actlo Action D¢

Configure the main action to be taken if a message triggers this policy rule

Message actions

[ Quarentine

Description
—————— ¢ A copy of the message is sent to the specified SMTP server in addition to being sent to th
| ResetOrder || defal Itmaldel ery server. This action ;siypn:alrychosenwh n sending messages to 31

servers for encryption, archiving, etc.
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Nadzor vsebine - Web

Outbound Content Control

@® Allows reading/viewing but prohibits posting/sending
@® Ensures sensitive data cannot leave the organization

Categories controlled: @ ?1"’“"‘%@?1?1%&5
@® Blogs

® Forums e = {4 meors €L sawon @ e S

CRITICAL

® \Webmail

) Accounts Use this page te configure global options that help prevent confidential information being sent out of your organization.
@® Gmail, Yahoo e
] 1)

Global Policy
. Security Fitter Webmail control - Blocks attempts to create and send emails using common webmail sites while allowing users to read and organize
H Otm al | AO L Dynamic Categorization their messages. Supported sites include Google Mail (Gmail), Yahoo!, Windows Live Hotmail and AOL. Users will see either a
1 Data Leakage Prevention notification page or an error message generated by the webmail application when this happens.

@ Generic HTML e

Certificate Validation Blog control - Prevents users from posting cemments or files to sites in the Blog & Forums category.

Download Options

webmail systems Genera Optrs

System
Network
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Nadzor nad uporabo nezazelenih aplikacij

Podrocje:
v P2P; IM clients; web browsers; mobile syn —
Application control policy - Default Ead

v’ proxies; security tools (Scammmo][essagng | BPeresto |

Controlled applications are categarized by tvpe. Select a bype tao display the

v' remote management, virtualization tools

Application Types:

v' Web 2.0: Facebook, Google docs

>

Authorized

. Instant messaging Authorized

P rIStO p : Voice over IP Authorized
Game Authorized —

. . Digit_al imaging Author?zed
v" Allow list — only allow authorized pedape prrsad v
Ta block an application, move it from the Authorized lisk ta the Blacked lisk,

ap p I I Ca.tl O n S To block any new applications that Sophos adds to that bype in the Future, move "all

added by Sophos in the Future” ko the Blocked list.

v" Block list — block specific categories : seses
of applications

eDonkeyZ000
elule =
FilaTopia
Groksker
iMesh
KaZaf
LimeWire
MLDankey
Morpheus 2
Crverflet
Shareaza

3 Tu“ Sharep2p

Ok l [ Cancel

B3]
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Nadzor prikljucenih naprav

Podrodje:

v" 1zmenijlivi nosilci(USB kljuci, removable drives)
v Optical media (CD/DVD)

v’ Diski
v Mobilne naprave
v Modemi //
2
Pristop:

v' Izjeme za individualne naprave
v Dovoljena raba kriptiranih naprav / ostalo blokirano
v Dovoljen read-only dostop
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Nadzor prikljucenih naprav

Device Control - Event Yiewer =]
r~Search criteria
Search period: IWithin & hours j Device type:  |al j
) - Al . :
Startdate: | afi7jeons =) Starttimes | @:4pM = User: " P
I = I = Blustaoth, Device Control Policy - Defaulk %]
End/date; I 6;‘18;‘2009:‘ Endtime: I 5114 AM :‘ Computer:
Modem Q . )
Optical Drive eyl | CDI‘IFIgLIrEltIDI'I | Messaging I
Removable Storage
Device events: S\ﬁ:.;ZSREmDVEHE Storage i ;
Date/Time | User | Computer | Madel Type [ Status Device 1D I IF EI'IEIID'E dE"v’ICE l:l:ll'ltrl:ll scanning
6{18/2009 5:111,.. SOPHOSVAdmini.,. WIN2003DC USB Flash DISK... Remaovable Stor,.. Biocked USESTORIDISK. .
6/15/2009 4:54:...  SOPHOS\Admin...  WINZOODC CD-ROM Drive Cptical Drive Blocked IDEYCOROMTSS. . |_ Dieteck but do not block devices
6{18/2009 4:53:,..  SOPHOSVAdmini,.. WIN2003DC TSSTearp DY+, Optical Drive Blocked IDEYCDROMTSS. ., =
Selecting this option will result in device event information being sent to the console
when the policy would have been infringed, but the device is not blocked at the
endpaint,
X St the access level for sach bype of device:
~Device details Type I Skakus I Exemptions I - Add exemption, .. |
Type: Removable Storage
Modsl: USE Flash DISK USE Device Skorage Wi ’
10 USESTORDISKEVEN_USE8PROD_FLASH_DISKEREY_L100YF5080 - A ST 0o
IEZBDUD%IQ[&D = Removable Storage  Read only Yes
) ; Qptical Drive Read only ]
Expart. .. Evempt device, . [ Exemption details |-
Scope: 4 Floppy Crive Read only Yes
This palicy only =
Secure Remavabl... Full access TS
Exempk:
& This device anly MNetwiark,
Comrnent: -
[VIF L15 Flash Disk For o] Modem Elock bridaed = | Mo _I
gl devices of this madel i
Access level: ak '-:EII'IEE'
& Full access Full access I
' Read only
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Kriptiranje podatkov

Podrocje:
v' Nenamerna izguba naprav/nosilcev podatkov
v" Nezasc&itena komunikacija

Pristop:
v" Full disk encryption
v' USB, CD and removable media encryption
v Policy based email encryption
v Central key management and back up
v" Ability to audit encryption status

Address I ¢ My Computer

Hard Disk Drives
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Email Security and Data Protection

® Sender
. . - w Password
® Sends email through their normal email client as usual Sender E \ (sent os)t
& of ban
® Sends password out-of-band g
® Sophos Email Appliance with SPX Encryption ‘

@ Policy determines encryption requirements
® Email/Attachments encrypted into a PDF container
® Password returned to sender

SPX
Encryption

® Receiver
® Receives email with encrypted PDF attachment
® Opens/views by entering supplied password
® Responds by clicking a link in the email ;
Recipient &

y
=
o\
=



‘ GOSPODARSKA ZBORNICA I _ fckulteta za www.fis.unm.si
S DoLerEKE N BELE RRAJINE rlsg?f%r“fgoc”s'(e www.gzdbk.si

SafeGuard Enterprise

SafeGuard

L)) D
SafeGuard \s/ A SafeGuard

SafeGuard \ E!J) / SafeGuard
/ Il\ A \.’
/ SafeGuard D)
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Sophos resitve

( (
Endpoint SES&C Client 9 Enterprise Sophos Client

: nti-Malware, HIPS Console Firewall
Secu ”ty nti-Spyware/Adware ~ 7

pplication control 4 N (- .
and Device control Sophos NAC Sophos Mobile

Control 9 ata control L Security

Endpoint Endpoint SafeGuard
Security Security Disk Encryption

and and SafeGuard
Data Protection 9 (&gl rivateCrypto

bevice (Data
SafeGuard SafeGuard [Encryption J| Exchange
Enterprise 5 Management - -
P Center Configuration Bitlocker client
frotection

-
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Vprasanja



